
Dangers one click away -  How to be safe on the internet? 

 

Technology and the internet have had a very rapid development in recent years, and this has 

both positive and negative effects, especially for us teenagers. With the advancement of 

technology, the possibility of commercial exploitation of the young and inexperienced by 

people with criminal occupations has also increased. The ever-moving technology and the 

opening of children and young people to has led to a change in the possibilities of recreation 

and communication, sometimes even dramatically, and the spread and popularization of 

social networks has led to an increase in online relational aggression. 

Premeditated manipulative behaviors, called grooming, are initiated through non-sexual 

approaches, of gradual knowledge of the child, in order to sexually assault him. The 

preferred online environment for such behaviors is represented by the social networks that 

are used by aggressors to approach children in a very simple way, introducing sexual 

elements in their relationship with them, even reaching the means of control through 

threats. 

In order to avoid these situations, children and young people need to be aware of the 

dangers posed by the various behaviors in the online environment. Here are some of the 

recommendations I want to make: 

 

Parents: 

 

• Guide your child in the responsible use of the internet 

• Use online parental control tools 

• Restrict browser privacy settings 

• Learn the child's technological terms and jargon 

• Be an active user on social networks, follow his activity, appreciate the content he posts, 

and if you see something that worries you, talk to him calmly, in private 

• Find out about his virtual friends 

• Teach him to be polite and online, not to divulge his personal data to strangers and not to 

answer strangers, just as he does not do on the street 

• If something bad happens, do not criticize him, but listen to him. This way he will know 

that he can call on you whenever he feels the need. 

• Help him overcome the stage of shame and embarrassment and tell him as often as 

possible that you trust him 

• Report suspicious or abuse cases to the nearest police station by calling 112 



• Establish with your little one the rules for using your computer and mobile phone 

• Agree on the daily use of devices, the types of sites and activities allowed and prohibited, 

the rules on the confidentiality of personal data, installed programs and the behavior of 

strangers in the virtual environment 

 

Children and teenagers: 

 

• When you plan to share any content about yourself, keep in mind that it can easily reach 

people you don't want. 

• Passwords are confidential information and should not be shared with friends 

• An image is permanent. You have to be very careful in such situations and think well, 

because an image can last longer than a relationship. 

• Remember that if someone asks you to share something that does not make you feel 

comfortable, you have the right to refuse. No one who cares about you or respects you will 

put pressure on you or threaten you. 

• Do not share movies, pictures or other content unless you have the written consent of the 

person who is the protagonist and who allowed you to share. The same goes for sharing 

photos or videos of other people: ask them before tagging them, reposting the content, or 

passing it on. 

• How do you fix a delicate situation? 

1. If you've distributed something you shouldn't have, the first step is to ask the people you 

sent the content to not pass it on. 

2. If someone posted content that you submitted, start by asking them to delete that 

content. 

3. If you've been tagged in a picture you don't like, remember that a lot of social networking 

and photo sharing networks give you the option to delete your name from the photos you've 

been tagged in. 

• If you don't feel comfortable talking to someone and you don't know exactly what to say to 

them, remember that networks provide you with a message reporting tool that you can use 

and ways to ask for help. parent, teacher or trusted friend 

• In more delicate situations, such as a defamatory photo or video clip or if used to harass or 

intimidate you, you can ask the site or service used to distribute the content to delete it. 

Also, in such situations, you can file a complaint with the police. 

• If a person threatens to share a nude picture with you if you do not send him more nude 

pictures, you should seek the help of a trusted adult and contact the police immediately. 

This is unacceptable behavior and is illegal. 



 


